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EFFECTIVE DATE OF NEW MASSACHUSETTS INFORMATION SECURITY REGULATIONS HAS BEEN DELAYED.
Background

Last month, we published a Client Advisory outlining the sweeping new regulations issued by the Massachusetts Office of Consumer Affairs and Business Regulation (the “OCABR”) regarding protection of personal information of Massachusetts residents.  The regulations require that any person or entity that owns, licenses, stores or maintains personal information of a Massachusetts resident must adopt comprehensive written policies and procedures to protect that information.  The regulations also contain detailed requirements for protection of personal information stored on computers and other electronic storage devices.  Personal information is defined to include names of Massachusetts residents “in combination with” social security numbers, driver’s license numbers or financial account numbers of such residents.  The regulations are not limited to financial institutions and companies which store customer credit card information.  They expressly refer to employee information and accordingly, it appears that every business which employs Massachusetts residents will be impacted by these new regulations, which were originally to become effective on January 1, 2009.
The New Deadlines

Responding to widespread concern that the original effective date did not provide affected parties adequate time to comply, the OCABR has delayed the effective date of these new regulations as follows:
General Rule.  With some exceptions described below, all businesses which collect and store Personal Information of Massachusetts residents will be required to adopt written policies and procedures which comply with the regulations by May 1, 2009.
Encryption of Certain Portable Devices (excluding Laptops).  The regulations contain very specific requirements for the protection of Personal Information stored on portable electronic devices, including a requirement for encryption.  The deadline for encrypting Personal Information stored on portable devices (DVDs, memory sticks, etc.) other than laptops has been extended to January 1, 2010.  However, Personal Information stored on laptops must be encrypted by the general compliance deadline of May 1, 2009.
Written Certification of Third Party Service Providers.  The regulations require that, before releasing Personal information to an outside service provider (e.g., payroll services, etc.), businesses must (i) take reasonable steps to verify that the third parties who will receive such Personal Information are capable of maintaining appropriate safeguards, and (ii) contractually require the third parties to maintain such safeguards.  Finally, each business is required to obtain from these outside service providers written certification (the “Certification Requirement”) that the service provider has a written comprehensive information security program in place that complies with the OCABR regulations.  The deadline for the Certification Requirement has been extended to January 1, 2010.  However, the other requirements which relate to outside service providers must still be complied with by May 1, 2009.
The extension of the original deadline set forth in the OCABR regulations should give most companies adequate time to comply.  However, formulating, adopting and then implementing a written plan and procedures that will comply with these regulations cannot be done overnight.  Companies would be well advised to get started on a plan in the first quarter of 2009 to assure that they will be in compliance by the May 1, 2009 general deadline.
If we can provide further information or compliance assistance, please feel free to contact us at wfm@millsleevelaw.com or by telephone at 508-428-1919.
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